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Background 

• The project is under cyber security, cyber security is the 

practice of protecting systems, networks and programs 

from digital attacks.

• And since the number of connected devices has 

increased chances of digital attacks also increased.



OVERVIEW

• The project is to build a prototype on a Raspberry Pi that 

will retrieve hardware and software information about Wi-

Fi network, devices connected to the network etc.

• Objective of the project is create cyber security 

awareness on campus.

• Where possible, the prototype should attempt to connect 

to Wi-Fi network with weak encryption.



Requirements and Requirements Analysis

REQUIREMENTS

• Retrieve information about Wi-Fi network ( Radio 
Frequency 2.4/5.0 GHz, Number of connected devices 
etc.).

• Check hardware and software information of the devices 
connected to each Wi-Fi network (Mac addrress, Vendor, check 
OS etc.).

• Where possible the prototype should connect to Wi-Fi network 
with weak encryption.



REQUIREMENTS – USE CASE



User Interface Specification
• According to stakeholders(CSIR team) user interface 

should on command prompt or terminal display.
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